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Arbor Peakflow SP
Threat Management System
THREAT ANALYSIS, SURGICAL MITIGATION AND SERVICE PROTECTION

Today’s Internet Service Providers (ISPs) face many security and operational challenges.
For starters, consider the growing power of network attacks. Hackers can now transform
legions of unsecured home computers into massive botnet armies with the firepower to
disable enterprise networks and disrupt converged data and voice services. The sophistica-
tion of these attacks has grown significantly over the last few years to target complex
application architectures. ISPs must detect and mitigate such network-wide threats before
they impact critical business services and applications. In addition, ISPs face mounting
financial challenges now that bandwidth is a low-margin commodity. In response, they must
differentiate themselves by rolling out profitable, value-added services that can reduce
customer churn, attract new business and increase revenue.

Arbor Peakflow SP Provides Carrier-Class Threat Management
The Arbor Networks® Peakflow® SP solution (“Peakflow SP”) is a security platform that
enables ISPs and large enterprises to meet these pressing challenges. As the first system to
extensively integrate network-wide intelligence and carrier-class threat management, Peakflow
SP identifies and stops network and application-layer attacks without interrupting the flow of
legitimate traffic. In addition, it provides ISPs with a scalable and cost-effective means to offer
in-cloud, managed distributed denial of service (DDoS) protection services to their customers.

The Arbor Peakflow SP Threat Management System (“Peakflow SP TMS”) is a vital
component of the Peakflow SP solution. It is a robust application intelligent system for
multi-service converged networks that speeds remediation by coupling high-level threat
identification with packet level analysis. Peakflow SP TMS provides visibility into critical
applications (i.e., VoIP/SIP, DNS, HTTP, P2P, etc.) running on the network; monitors key
performance metrics; and delivers application-layer attack detection, surgical mitigation and
reporting. It complements Peakflow SP’s other mitigation techniques including fingerprint
sharing, Border Gateway Protocol (BGP) blackhole routing, BGP flow-spec and support
for other third-party packet scrubbing products.

Key Features and Benefits

40 Gbps Surgical Mitigation
Automatically identify and remove
only the attack traffic without
interrupting the flow of legitimate
business traffic in order to maintain
the highest level of customer
satisfaction.

Managed Services Enabler
Leverage the same Arbor
Peakflow SP platform used for
infrastructure visibility and security
to deliver new, differentiated,
profitable, revenue-generating
managed security services
(e.g., DDoS protection services).

Service Protection and
Application Intelligence
Gain insight into the critical appli-
cations and services running on
your network (e.g., DNS, VoIP and
HTTP), monitor key performance
metrics, and detect and mitigate
threats—allowing you to maintain
availability, reduce support costs
and retain customer satisfaction.

Optimized Deployment
Gain the flexibility to strategically
deploy application-layer intelligence,
threat detection and surgical mitiga-
tion in different portions of your
network (from 1 Mbps to 40 Gbps
circuits) for infrastructure protection
or profitable managed services by
leveraging multiple models of
Peakflow SP TMS.

Peakflow SP
Threat Managment System (TMS)

CustomerPeakflow SP
Collector Platform (CP)

Attack Traffic

Legitimate Traffic

Comprehensive threat detection and surgical mitigation



Attack Detection, Surgical Mitigation and Reporting
Large-scale DDoS attacks affect not only the intended victim, but also other unfortunate
customers who may be using the same shared network service. In order to reduce the
collateral damage, service providers often shut down all traffic destined for the victim’s
site—thus completing the DDoS attack. By tightly integrating Arbor Peakflow SP TMS into
the Peakflow SP platform, Arbor delivers a unique solution that combines network-wide
anomaly detection and traffic engineering with carrier-class threat management—enabling
service providers to detect and surgically remove only the attack traffic while maintaining
the legitimate business traffic.

Competitive solutions require operators to log in to multiple devices to address a single
security threat. This creates a cumbersome and inefficient process at a time when split-
second decision making is paramount. Peakflow SP TMS streamlines operations and
speeds reaction time by providing users with a single console and common user interface
for thwarting multiple attacks and produce comprehensive reports that summarize the
mitigation process for customers and/or management.

Service Visibility, Performance and Protection
To your subscribers, the network is as good as the applications or IP services that run on it.
The diversity of customer applications ranging from triple-play services (e.g., data, voice and
video) to Over The Top (OTT) applications (e.g., IM, Skype and YouTube) makes service opti-
mization even more challenging. The Arbor Peakflow SP solution offers an industry-unique
combination of pervasive network visibility and deep application-layer insight. This provides
a level of application intelligence that allows you to fine-tune your visibility and security of
business-critical IP services. Peakflow SP TMS is a very strategic and cost-effective
component of the Peakflow SP solution as it provides three main deliverables:

• Service Visibility: Gain complete visibility into the applications that are traversing critical
segments of your network by using Peakflow SP TMS to automatically identify over 90
IP-based applications or define custom applications based upon network attributes such as
IP address or range, BGP attributes, router interfaces and Active Threat Feed fingerprints.

Multiple Methods of Threat
Detection and Mitigation
The combination of Peakflow SP
and Peakflow SP TMS allows
ISPs to protect critical IP services
by leveraging multiple methods of
attack detection and mitigation.

Block known malicious hosts
by using white and black lists.
The white list contains authorized
hosts, while the black list contains
zombies or compromised hosts
whose traffic will be blocked.

Block application-layer exploits
by using complex filters. Peakflow
SP TMS provides payload visibility
and filtering to ensure cloaked
attacks cannot bring down critical
services.

Defend against Web-based
threats by detecting and mitigating
HTTP-specific attacks. These
mechanisms also help with
managing flash crowd scenarios.

Shield DNS services from
botnets that mask, amplify and
deliver exploits to DNS infrastruc-
ture and services by employing
DNS-specific attack detection
and mitigation capabilities.

Protect critical VoIP services
from automated scripts or botnets
that exploit packet per second
and malformed request floods by
employing VoIP/SIP-specific attack
detection and mitigation capabilities.

Control the zombie army by using
specialized, always-on and learning
zombie detection mechanisms
that ensure compromised hosts
are not attacking mission-critical
infrastructure.

Enforce baseline protection by
building ongoing, always learning
models of network behavior. This
information can be leveraged to
ensure that abnormal traffic can be
distinguished and blocked from the
network at time of attack.
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• Performance: Peakflow SP TMS also monitors key performance statistics such as jitter,
latency, network round trip times, delay and packet loss to help ensure that services are
running as optimally as possible. Peakflow SP then uses this data generated by Peakflow
SP TMS to provide reporting and alerting when significant performance change occurs.

• Protection: As the size and complexity of application-layer attacks continue to rise,
Peakflow SP TMS can automatically detect and surgically mitigate these threats. Building
on the core Peakflow SP technology to delivery carrier-class protection for zero-day
threats, Peakflow SP TMS can stop basic DDoS attacks and protect critical revenue-gen-
erating services. For example, Peakflow SP TMS specializes in stopping HTTP, VoIP and
DNS service attacks. It can also thwart non-malicious threats such as a flash crowd event
by automatically recognizing such anomalies and rate-limiting traffic to keep the service up
and running.  

Peakflow SP TMS is a carrier-class, industry-unique solution that provides a rapid ROI as it
delivers a powerful combination of visibility, performance and service protection—allowing you
to maintain availability, reduce support costs and optimize current or future business services.

A Platform for Managed DDoS Services
The Arbor Peakflow SP solution is a platform that allows service providers to deliver in-cloud
DDoS protection services to customers. In order to optimize the deployment of these serv-
ices, a service provider can choose from several Peakflow SP TMS models. There are also
multiple ways that Peakflow SP TMS can interface with the network, such as in-line with 
fail-safe hardware bypass, BGP off/on ramping or a SPAN port. In addition, features such 
as mitigation templates, auto-mitigation, Peakflow SP TMS grouping and statistics all ease
the provisioning and operation of these managed DDoS services—which ultimately cuts costs
and increases profitability. The table below summarizes the capabilities and recommended
deployment scenarios for the different models of Peakflow SP TMS.

Annual Worldwide
Infrastructure Security
Report
Arbor’s annual Worldwide
Infrastructure Security Report
reviews the results of a survey of
more than 65 IP network operators
in North America, South America,
Europe and Asia. This report 
contains data useful to network
operators, allowing them to make
informed decisions about their use
of network security technology.

Highlights from the latest report:

• Attacks are on the rise—and
more sophisticated: More 
lower-rate, highly sophisticated
attacks are causing more service
disruptions and are increasingly
difficult to mitigate. 

• Brute force attacks are growing
exponentially: Respondents
report a 67 percent increase in
attack scale over the last year
with attacks exceeding 40 Gbps.

• Botnets are still a concern:
Twenty-six percent of respondents
continue to believe bots are the
primary vehicle for delivering the
largest problems to network 
operations and security engineers.

• Strained security resources
turn to MSSPs for help: The
report cites a rise in Managed
Security Service activity. This is
attributed to current economical
conditions which are causing
organizations to reduce operating
expenses; forcing strained 
security operations personnel 
to seek assistance from
Managed Security Service
Providers (MSSPs).

To download the latest report, go to:
www.arbornetworks.com/report
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LARGE POPS

3100 and 3110  
3100 10 Gbps, 3U, 2 x 10 GigE ports

3110 10 Gbps, 3U, 2 x 10 GigE ports + 10 x 1 GigE ports

4000  
4 x APM (40 Gbps)
3 x APM (30 Gbps)
2 x APM (20 Gbps)

8 x 10 GigE ports, 6U, 1 x APM (10 Gbps)

2500  
2.5 Gbps, 2U, 6 x 1 GigE ports, NEBS certified

1200  
1.5 Gbps, 1U, 4 x 1 GigE ports

3050  
5 Gbps (software upgrade to 10 Gbps), 3U, 

2 x 10 GigE ports + 10 x 1 GigE ports



NICs
4000
8 x10 GigE (SFP+)

3100
2 x10 GigE (SFP+)

3050/3110
2 x10 GigE (SFP+)
10 x1 GigE (SFP)

2500
6 x 10/100/1000 (fiber GigE SX and
LX available)

1200
4 x 10/100/1000 (fiber GigE SX and
LX available)

Environmental
3050/3100/3110/4000
Operating: 32º to 131ºF (0º to +55ºC)
Relative Humidity (Operating): 5 to 80%
non-condensing

2500
Operating: 32º to 104ºF (0º to 40ºC)
Relative Humidity (Operating): 10 to 90%
non-condensing

1200
Operating: 50º to 95ºF (10º to 35ºC)
Relative Humidity (Operating): 12 to 90%
non-condensing

Operating System
1200/2500/3050/3100/3110/4000
ArbOS®/ArbUX, our proprietary, embedded
operating systems, are based on open source
operating system technology such as Linux
and Open BSD.

Regulatory Compliance
1200/2500
FCC Part 15 Class A, IEC60950 3rd ed., CD,
VCC, BSMI, CISPR, ICES, CTick, MIC, CCC,
(model 2500 NEBS)

3050/3100/3110/4000
UL 60950, IEC/EN 60950, FCC Part 15,
Subpart B, Class A, CE Mark, NEBS GR-63-
CORE and GR-1089-CORE Level 3, RoHS
6/6 Compliant

Power Requirements
Redundant dual power sources

3050/3100/3110/4000
AC: 100/240V, 50-60Hz, 460W nominal
DC: -48 to -68V; 460W nominal

2500
AC: 100/240V, 8.5A (50-60 Hz)
DC: -48 to -60V, 20.5A max

1200
AC: 100/240V, 8.5A (50-60 Hz)
DC: -48 to -60V, 12A max

Physical Dimensions
Standard 19 in and 23 in rack mountable

4000
Chassis: 6U rack height
Weight: 85.3 lbs (38.7 kg)
Height: 10.5 in (26.7 cm)
Width: 17.64 in (44.8 cm)
Depth: 16.3 in (41.4 cm)

3050/3100/3110
Chassis: 3U rack height
Weight: 33.5 lbs (15.2 kg)
Height: 5.25 in (13.34 cm)
Width: 19 in (44.8 cm)
Depth: 16.28 in (41.33 cm)

2500
Chassis: 2U rack height
Weight: 39 lbs (17.7 kg)
Height: 3.45 in (8.76 cm)
Width: 17.11 in (43.46 cm)
Depth: 20 in (51 cm)

1200
Chassis: 1U rack height
Weight: 25.41 lbs (11.52 kg)
Height: 1.7 in (4.32 cm)
Width: 16.93 in (43 cm)
Depth: 20 in (51 cm)

Hard Drives
Dual hard drives running RAID 1
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“All service providers are vulner-
able to a variety of potentially
damaging security threats.
Some can be extremely difficult
to detect and deal with. Arbor
Networks’ Peakflow SP TMS
solution has earned an enviable
reputation in the industry as an
important part of an efficacious
network defense strategy.
That’s why we chose them.”

Dirk Bhagat, Chief Technology Officer,
Hostopia

About Arbor Networks
Arbor Networks is a leading provider of secure service control solutions for global business networks.
Its customers include a majority of the world’s ISPs and many large enterprises. Arbor solutions deliver
best-in-class network security and visibility, along with the power to improve profitability by deploying
differentiated, revenue-generating services. By employing flow-based and deep packet inspection
(DPI) technologies, Arbor solutions measure and protect the entire network—from the network core
to the broadband edge. Arbor also maintains the world’s first globally scoped threat analysis network—
ATLAS—which uses technology embedded in the world’s largest ISP networks to sense and report on
comprehensive worldwide threat intelligence.


